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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

User information (1)

=  |nthe past you had to use special forms for the administration of Internet mail filters. You had to send this
information to central Administration of BusinessMail X.400 who enabled those changes.

= While using the Web Interface (WebConfig) you will be able to directly manage your filter without any
time lost. You will be also able to set a new mailbox password and to unlock the access to mailbox if it had
been disabled because of Login failures. WebConfig will also offer you some status information of your
mailbox (number of stored messages, last login and logout).

=  |fyou access WebConfig the first time it is necessary to download a client certificate stored on URL
https://www.service-viat.de and import it into certificate store of your OS/ browser. If you use different client
certificates you must use this new certificate while setting up the communication to WebConfig.

| I E BN ERLEBEN, WAS VERBINDET.
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https://www.service-viat.de/

BUSINESSMAIL X.400
WEB INTERFACE MAILBOX
User information (2)

When login into WebConfig the first time you may use the login data (username, password) of your
mailbox account (not FTP Login data!) but you must set a new password. This password is only

valid for WebConfig and not for the mailbox access. After that you can use authentication with
personalized client certificate.

Please contact the Helpdesk of BusinessMail X.400 if you do not have access to mailbox login data. The
first registration is free of charge.

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

New features in WebConfig since V3.5

= PKCS#12 archive file will be now AES encrypted. When using older applications, you may choose a
compatibility mode (encryption with RC4)

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Secure Communication via Internet (https)

TLS Proxy
BusinessMail
X.400 with
authentication of
client certificate

Application
Server Web

| interface

Address https://webconfig.viat.de/webconfig

| I E BN ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Features

WebConfig will offer the following features :

=  Modify Mailbox login data (Password, Reset Counter Login failure -> recover Mailbox access)

= |nformation about mailbox (last login date, last logoff date, number of messages, contact information)

=  Manage SMTP Filter/Partner

=  Download data for example parameter or user files

=  Management of Email addresses to receive technical information

=  Management for client certificate (access to WebConfig or P7 Secure Login and Security Enhancements)

=  Management of Web Service Mailbox Status (set a password)

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Login information (1)

Erleben, was verbindet. 23

WebConfig Management

Mailbox Management

Certificate Management
SMTP Filter

= Senvice BusinessMail
X400

Logout

BusinessMail X.400 = WebConfig ipmtester (49637)

The certificate of your application EMAILADDRESS=49637@testag.viattest.de, CN=UserID 049637, CN="/g=ipm/s=tester
len=ipm tester/o=testag/a=VIAT-TEST/c=DE", OU=viat.de, O=dtag, C=de is valid until 28.01.2017 (397 day's left)

News @

Attention !!! New root certificate !!! Since 02.02.2015 is not possible to use client

certificates created before 07th of May 2014. We had replaced the WekConfig CA (Root)

certificate with a new certificate (WebConfig CR2) generated with an SHA256 signature

and a key length of 4096 bit on Wednesday, the 07th of May 2014 at 10:00 AM CEST. Please import the
application (i.e.

Browser). You will find the new certificate on our Service-wviat website.

ERLEBEN, WAS VERBINDET.

When login into WebConfig you
will find some information about
new features or changes in the
GUl.

You may select one of the flags to
change the language of the GUI.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Login information (2)

Erleben, was verbindet. Erc]
L B q: " B RN

= WebConfig Management
= Mailbox Management

= Certificate Management
= SMTP Filter

= Service Businesshlail
X400

= Logout

I N EEEEEEEEEEEEEEEEEEEENEEENEENEER | |fyou useapersonalized Client
BusinessMail X.400 : WebConfig ipmtester (49637) Certlflcate When |Og lnto Webconflg
Your WebConfig certificate is valid until 21.12.2018 (1095 day/s |eft) you Wi” See an iﬂformation hOW |Ong

The certificate of your application EMAILADDRESS=48637@testag viattest de, CN=User-ID 049637, CN="Ig=ipm/s=tester

fen=ipm tester/o=testag/a=VIAT-TEST/c=DE", OU=viat de, O=dtag, C=de is valid until 28.01.2017 (403 day/s lef) th | S Ce rtlfl Cate |S Val Id .
News %
= |fyou had logged in via personalized
Attention !'!! New root certificate !!! Since 02.02.2015 is not possible to use client '
certificates created before 07th of May 2014. We had replaced the Weblonfig CA (Root) Certlflcate and |Og Out’ you have not
certificate with a new certificate (WebConfig CA2) generated with an SHA256 signature

::glzcziiyml]er(ni;:::-or 4096 bit on Wednesday, the 07th of May 2014 at 10:00 AM CEST. Please import the to enter a Value’ Only press the
“Login” button to log in again.

Browser). You will find the new certificate on our Service-viat website.

ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Login information (3)

Erleben, was verbindet. Erc]

" EE EEEEEEEESSEESEEEESEEEEEENEEEENEEEEN | |f Strong authentica‘tion for P7
WebConfig Management BusinessMail X.400 : WebConfig ipmtester (49637} aCCGSS IS enabled’ you WI” also
SO EE T Your WebConfig certificate is valid until 21.12.2018 (1095 day/s |eft) See an information hOW |Ong this

Certificate Management
SMTP Filter The certificate of your application EMAILADDRESS=48637@testag viattest de, CN=User-ID 049637, CN="Ig=ipm/s=tester

fen=ipm tester/o=testag/a=VIAT-TEST/c=DE", OU=viat de, O=dtag, C=de is valid until 28.01.2017 (403 day/s lef) P 7 Ce rtlfl Cate |S Val Id .

= Service Businesshlail

X400
= Logout
N @
ews
Attention !'!! New root certificate !!! Since 02.02.2015 is not possible to use client
certificates created before 07th of May 2014. We had replaced the WebConfig CA (Root)
certificate with a new certificate (WebConfig CA2) generated with an SHA256 signature
and a key length of 4096 bit on Wedneaday, the 07th of May 2014 at 10:00 AM CEST. Please import the
application (i.e.
Browser). You will find the new certificate on our Service-viat website.
EjE E ®H ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400

WEB INTERFACE MAILBOX

WebConfig Management — Overview

Erleben, was verbindet.
- . :I: IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

inessMail X 400 - WebConfig

pmpemi: WebConfig User Management #

= SMTP Filter

= Logout

III I | ERLEBEN, WAS VERBINDET.

ipmtester (49637)

Management of WebConfig account
=  Modify Login data

= View Log file

=  Download data (certificates,

parameter or user files)

=  Properties: Language, time zone

and separator of CSV files, life
time of cookies
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

WebConfig Management - Modify Login (1)

Erleben, bindet. . .
e ] In this menu item you may enable

the login via personalized certificate

= WebConfig Management BusinesshMail X 400 -- WebConfig ipmtester (49637)
e (Authenticate user automatically)
Effpl";i‘f WebConfig Management :: Modify Login Data % or Change the Passwo rd of your

e — B WebConfig account. The password
length should be at minimum 12
P e e e S digits while using letters, numbers
Fi th necessaycericate n Dauriosd e and special characters.
et % = Only the central administration can
Lo | EEE— change the WebConfig Logonname.
[Canest] Please contact the Helpdesk, if you
have such a request.
.T H u ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

WebConfig Management - Modify Login (2)

Erleben, was verbindet.
- . :I‘

= WebConfig Management BusinesshMail X.400 :: WebConfi
View Log File
Downloads

Properties
= Mailbox Management
= Certificate Management
= SMTP Filter

Authenticate user automatically

= Senvice BusinessMail Authenticate user automatically

X400 It will be possible to automatically authenticate user via client certificate. Please download the certificate/key and import it into
= Logout web browser. You have to use this key whenever you want to log into your WebConfig account. If you would like to use login via

username/ password you have to contact the BusinessMail X400 Helpdesk.

Find the necessary certificate in Download area

III I | ERLEBEN, WAS VERBINDET.

WebConfig Management :: Modify Login Data %

=  |fyou enable “Authenticate user

automatically”, you will get the infor-
mation, that you need a personali-
zed certificate. If you did not down-
load and install this certificate, you
should not continue.

= [fthe feature “Authenticate user

automatically” is enabled, only the
Helpdesk can disable this feature or
remove compromised certificates.

= The Helpdesk will also reenable
your WebConfig account, if it is
temporary locked because of
login failures.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

WebConfig Management - View Log File

= WebConfig Management

Erleben, was verbindet.
.

Modify WebConfig Login

BusinessMail X 400 :- WebConfig

= View Log File

Downloads

Properties

Mailbox Management
Certificate Management
SMTP Filter

Service BusinessMail
X.400

Logout

ipmtester (49637)

WebConfig Management :: View Log File %

e —

De.
13.
13.
IR
13.
L3
L3
13.
13.
13.

<

.2013
.2014
.2014
.2014
.2014
.2014
.2014
.2014
.2014
.2014

webadmin maurer:

key pair created and imported

ipmtester: Certificate created Fri Jun 04 12:12:37 CEST 2010 has been delei

ipmtester: Filter Status modified: SMTP Originator "disabled"

webadmin_maurer:

webadmin_maurer:

Authentication of user has been modified to: FORM-BASED

WebConfig password has been modified.

ipmtester: Authentication of user has been modified to: CLIENT-CERT

webadmin maursr:
webadmin maurer:
webadmin maurer:

webadmin _maurer:

P7 authentication changed to: PASSWORD
Mailbox updated: ID=49637; cn=ipm tester; g=ipm; s—tester;
P7 authentication changed to: CLIENT-CERT

Mailbox updated: ID=49637; cn=ipm tester; g=ipm; s=tester;

[

ERLEBEN, WAS VERBINDET.

In the Log file you will see all acti-
vities in relation/filter management.
Each entry shows a time stamp,
the name of initiator and the relat-
ion.

While entering a search string (Fil-
ter) you may reduce the number of
displayed entries.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

WebConfig Management - Downloads (1)

T Erleben, was verbindet.

= WebConfig Management BusinessMail X 400 :: WebConfig
Modify WebConfig Login
View Log File

= Downloads

Faumies WebConfig Management :: Downloads #

= Mailbox Management

u Certificate Management

WebConfig client certificate is used

= SMTP Filter to automatically authenticate user &
= Senvice Businesshail Certificates in "compatibilty mode” [ (2}
X 400
Create and download
The following user data MIME Type
is ready for download
X400Adresse csv application/csv
SMTPFilter.csv application/csv
u I E BN ERLEBEN, WAS VERBINDET.

19.05.2023

i = |nthis menu item you have the

possibility to download different
types of files.

ipmtester (49637)

= Create an PKCS#12 archive (*.p12)
including a client certificate and a
private key to log into WebConfig
with personalized certificate (auto-
matically authenticate user, certifi-
cate is only valid for your User-ID).
You may create and download
more than one certificate. But if
one of those certificates has been
compromised, the Helpdesk must
revoke all certificates.

- Produktmanagement BusinessMail X.400 - Web Interface Mailbox V3.5- Page 13



BUSINESSMAIL X.400

WEB INTERFACE MAILBOX
WebConfig Management - Downloads (2)

= WebConfig Management
Modify WebConfig Login
View Log File
Properties

= Mailbox Management

u Certificate Management

= SMTP Filter

= Service BusinesshMail
X 400

= Logout

, was verbindet.

BusinessMail X.400 :: WebConfig

WebConfig Management :: Downloads #

WebConfig client certificate is used

to automatically authenticate user :o

Certificates in "compatibility mode" O [es}

Create and download

Define the export password

The following user data

. MIME Type
is ready for download

X400Adresse csv application/csv

SMTPFilter.csv application/csv

ERLEBEN, WAS VERBINDET.

19.05.2023

ipmtester (49637)

To create and download the client
certificate and private key, it is
necessary to enter an export pass-
word that has a minimum length of
12 digits and include at minimum
one letter, one number and one
special character. We recommend
using a password that is as irregular
and long as possible.

The PKCS#12 archive file will be
encrypted using AES by default.
When using very old browsers or
Webservice modules you may en-
able the option and use a compati-
bility mode (RC4) to create the
archive.

- Produktmanagement BusinessMail X.400 - Web Interface Mailbox V3.5- Page 14



BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

WebConfig Management - Downloads (3)

rleben, was verbindet. - Es . . .
R e e s esnanasnnnnns " To import the configuration (proper-
= WebConfig Management BusinessMail X.400 - WebConfig ipmtester (49637) tieS and trading relations) into your
oty e s o application you may download the

prm— WebConfig Management :: Downloads # parameter files (CSV format).

= Mailbox Management

= Certificate Management

WebConfig client certificate is used

pesURE | RS = Onlyif there are user files ready for
X400 .
- Logout Defrcteopotpasswod | | download you will see the menu
e ot item with the list of those files. After
The following user data MINE Type ' .
downloading a file, you may mark
SMTPF\Iter,c;v application/csv the entry and press “Delete” to
The following user files Mark for deletion delete it On hOSt Side and re move
Testfile_49637 txt O the entry.
Delete
[ | I E BN ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

WebConfig Management - Properties

Erleben, was verbindet. Ll < . .
T e n Format of CSV file (Time zone,
= WebConfig Management BusinessMail X 400 - WebConfig ipmtester (49637) Separator)
odify Web g Logi
= 5 WebConfig Management :: Properties ¢ - Language of GUI
= Mailbox Management
= tEM::agemem Select file type of downloadable CSV File #
s T OMTUIC000) v = Default value for the compatibility
X.400 List separator \, (continental) vtl . . .
- Logar mode while creating certificates
= Lifetime of cookies
| | I HE E H ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management

Erleben, was verbindet.
- . :F IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

= WebConfig Management BusinessMail X 400 - WebConfig ipmtester (49637)

\ x Mana
Show/medify Mailbox
User

Mailbox Management %
= SMTP Filter

= Service BusinessMail

= Logout

III I | ERLEBEN, WAS VERBINDET.

19.05.2023 - Produktmanagement BusinessMail X.400

Management of Mailbox account
Modify Mailbox password
Manage contact information

Reset Error counter Login

- Web Interface Mailbox V3.5 - Page 17



BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (1)

T Erleben, was verbindet. - R

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)

= Mailbox Management

SRR Mailbox Management :: Modify Mailbox Properties %

= Service BusinessMail
X.400

= Logout
Number of new messages 0
Number of listed messages 1}
Number of processed messages 0
Last Login 22.08.2017 09:38:07 UTC
Last Logoff 22.08.2017 09:38:08 UTC
Login Counter / Failures 31170
Reset Login Failures
Modify Web Service Password
Contact information €2}
Helpdesk, 08155 53314, helpdesk@testag.de
tttttttttttt
Service Start Date 2007-11-28
Logonname: IPMTESTER

[ | I E BN ERLEBEN, WAS VERBINDET.

Information about last login and last
logoff date and the number of mes-
sages.

Information about number of logins
and the number of login failures.
The failure counter will be reset in
case of successful login. If mailbox
access is locked because of login
failures, you may reset the counter
to reenable login.

19.05.2023 - Produktmanagement BusinessMail X.400 - Web Interface Mailbox V3.5- Page 18



BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (2)

T Erleben, was verbindet.

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)
= Mailbox Management
» Certificate Management . . . . @
.+ SUTP Fiter Mailbox Management :: Modify Mailbox Properties *
= Service BusinessMail
X.400
= Logout
Number of new messages 0
Number of listed messages 1}
Number of processed messages 0
Last Login 22.08.2017 09:38:07 UTC
Last Logoff 22.08.2017 09:38:08 UTC
Login Counter / Failures 31170
Reset Login Failures
Modify Web Service Password
Repest passuon
Profile Data
Contact information €2}
Helpdesk, 08155 53314, helpdest de \
Status active
Service Start Date 2007-11-28
Logonname IPMTESTER
u I E BN ERLEBEN, WAS VERBINDET.

While setting a password you may
enable the access to the Web
Service Mailbox Status. If necessary,
you may modify the password.

The Web Service will provide the
information of section “Login
Information” within a JSON content
in the response of an appropriate
https request (for example to use
this for alert purposes or in con-
junction with the Mailbox Status
App, see details in short description
of Web Service Mailbox Status).
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (3)

= You have the possibility to modify
. )
Contact ot € your mailbox password. Only if you

Helpdesk, 08155 53314, helpdesk@testag.de \ .
are using a P7 remote user agent.

Logonname ‘IPM:I'E;TER | . . '

[l PT7 strong authentication ('D Password Expired - When US|ng BUA/ FTP (flle |nterface)
T — | please contact the Helpdesk to

Max. number Login failures 0 |o=uniimited Chaﬂge FTP password

e © e Fvow [ = You have the possibility to configure
wo o i i

R o the maximum number of login

Givenname (9) Surname (s) fal | u reS .

Organizat tion (o)

Org Unit 1 (out) |:| OrgUnit2  (ou2) |:| . .
el = Enterthe information of the tech-

nical contact within your company

(please update frequently).
.T H u ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (4)

= |fyour P7 client (Remote User
\::;f:::; m helpdesitestag e | Agent) does support the strong
o authentication and you have entered
- PMTESTER | a contact information, configured a
mm"’ — | public certificate in Message Store
Repeat passwors P, | and the private key in your P7 mall
B client you may enable the option P7
strong authentication.
s
ommomame e = [fthe option “P7 strong authentica-
Svenname @ sueme () tion” is enabled only the Helpdesk
e T can disable this feature. The
ogums  wa [ owums @e [ Message Store password is inactive
but unchanged. To use this feature
your application server must be time
synchronized.
.T H BH ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (5)

Profile Data

Contact information 2}

= [fthe option “Password Expired” is

‘Helpdesk, 08155 53314, helpdesk@testag.de

Status

Service Start Date 2007-11-28

Logonname IPMTESTER |
[ P7 strong auth [¢,] Password Expired

Passwor e} [eeeessee |
Repeat password ‘ oooooooo |
Max. number Login failures D O=unlimited

X.400 Address
Courtry w0 @ P ||

UAID (n-id) 2049637
Commonname  (cn)

enabled, you must set a new
password for the access to mailbox.
You may set the new password in
your application (modify Message
Store password and access the MS
to replace it) or directly here in this
menu item and change it in your
application locally only.

T @ om0 | SrE ©

I L LR R —

oois e [ | owws wo ||
III | I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (0)

= |fthe access via BUA/FTP (file
interface) is configured for your
mailbox you will see the mailbox
information including the FTP

— ' (VMS) logon name. But you are

e not able to modify mailbox login.

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)

u Enter the contact information and
update it frequently.

Helpdesk, 08155 53314, helpdesk@testag.de

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Mailbox Management - Modify Mailbox Properties (7)

Profile Data

Gontactnformaton €3 = Show configured X.400 address of

Helpdesk, 08155 53314, helpdesk@testag.de

Status active m ai I b OX.

Service Start Date 2007-11-28
Logonname IPMTESTER

P7 strong authentication @

Password {2 sessssse
Repeat password ssssssss
Max. number Login failures 0 0=unlimited

Country (¢)  |DE ADMD (a)  VIAT-TEST PRMD (p)

UAID (n-id) 2049637

Commonname  (cn) ipm tester

Givenname (9) ipm Surmname (s) tester

Organization (o) testag

Org Unit 1 (out) OrgUnit2  (ou2)
Org Unit 3 (ou3) OrgUnit4  (oud)
Ok Cancel
[ | I E BN ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Certificate Management

T Erleben, was verbindet.

= |nthis main menu you may manage
the certificates used for strong

] WElDCO"I'iQ Management BusinessMail X.400 :: WebConfig ipntester (49637)

L authentication and other security
Jenpenmias Certificate Management # features (Create/Upload, View/
Delete
Download, Delete).

= Service BusinessMail

= Logout

[ I EEnm ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Certificate Management - Create new certificate (1)

T Erleben, was verbindet.

= WebConfig Management
= Certificate Management
View/Download
Delete
= EDI Relation
= MessageGate Relation
= SMTP Filter

= Service BusinessMail
X400

= Logout

BusinessMail X.400 :: WebConfig

Certificate Management :: Create #

mgatetester (49640)

Owner of Certificate
Expiry Date

Creation Date=20.08.2021 14:06:17, EMAILADDRESS=helpdesk businessmailx400@telekom.de, CN=User-ID

049640, OU=viat de, O=dtag, C=de
20.08.2024 14:06:23 Private key included

Generate a selfsigned Certificate B
Certificates in "compatibility mode” oo

L —

ERLEBEN, WAS VERBINDET.

19.05.2023

In this menu item you may create up
to two certificates with a private key
used for strong authentication or to
secure the message content (sign
and/or encrypt it) and store them
into the database. You may also up-
load already existing certificates
(no private key) and store them in
the database (use them in conjunc-
tion with strong authentication).

- Produktmanagement BusinessMail X.400 - Web Interface Mailbox V3.5- Page 26



BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Certificate Management - Create new certificate (2)

T Erleben, was verbindet.

= WebConfig Management

= Certificate Management

BusinessMail X.400 :: WebConfig

View/Download
Delete
= EDI Relation
= MessageGate Relation
= SMTP Filter

= Service BusinessMail
X400

= Logout

Certificate Management :: Create #

mgatetester (49640)

Owner of Certificate
Expiry Date

Creation Date=20.08.2021 14:06:17, EMAILADDRESS=helpdesk businessmailx400@telekom.de, CN=User-ID

049640, OU=viat de, O=dtag, C=de
20.08.2024 14:06:23 Private key included

Generate a selfsigned Certificate B
Certificates in "compatibility mode” oo

L —

ERLEBEN, WAS VERBINDET.

19.05.2023

If you create a new certificate with
private key, you must enter an export
password that has a minimum

length of 12 digits and include at
minimum one letter, one number
and one special character. We
recommend to use a password that
Is as irregular and long as possible
to secure the PKCS#12 archive file
(including private key).
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Certificate Management - Create new certificate (3)

T Erleben, was verbindet,

= WebConfig Management BusinessMail X.400 :: WebConfig
= Certificate Management

View/Download

Delete Certificate Management :: Create %
= EDI Relation

= MessageGate Relation

Owner of Certificate

mgatetester (49640)

The PKCS#12 archive file will be
encrypted using AES by default.
When using FileWork/UA-FI V5.4
and older you must enable the
option and use a compatibility

Exriy Do mode (RC4) to create the archive
= Senvice Businesshial Creation Date=20.08 2021 14:06:17, EMAILADDRESS=helpdesk businessmailx400@telekom de, CN=User-ID '
X.400 049640, OU=viat de, O=dtag, C=de
= Logout 20.08.2024 14:06:23 Private key included
Generate a selfsigned Certificate Generate

Certificates in "compatibility mode” O m
Export Password

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX
Certificate Management - View/Download existing certificate

Erleben, bindet. 2 . . .
- :F e e e ssss s s s s s E s [ In this menu item you may view
S————— e (View) the certificates stored in the
[ database to analyze them or down-
Certificate Management :: View/Download % load (Download) the PKCS#12
Delste . . * . .
+ SuTe itr E— archive files (*.p12) including the
= Service BusinessMail T '
a0 EMAILADDRESS=helpdesk. busine ssmaibc400@telekom.de, CN=User-ID 049637, OU=vial de, O=dtag, C=de | View | Certlflcate and the prlvate key and
= Logout 13.09.2019 08:40:13 Private key included Download . ' .
import them into your client /
application.
III | I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Certificate Management - Delete existing certificate

.. e e et et essssasesamsassnnnns u In this menu item you may delete

certificates stored in database.

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)
= Mailbox Management
= Certificate Management

s Certificate Management :: Delete # =  You must confirm to delete this
-
certificate.

3L Owner of Certificate
= Service BusinessMail Expiry Date
X400
EMAILADDRESS=helpdesk businessmail: 400@telekom.de, CN=User-ID 049637, OU=vial de, O=dtag, C=de Delete
= Logout 13.09.2019 08:40:13 Private key included

=  There will be no auto deletion of
expired certificates.

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter

Erleben, was verbindet.

= WebConfig Management BusinessMail X 400 :: WebConfig
= Mailbox Management

= Certificate Management

I
Status SMTP Filter

Create Filter
Show/modify Filter
Delete Filter

= Service BusinessMail
X400

= Logout

III I | ERLEBEN, WAS VERBINDET.

ipmtester (43637)

In this main menu item, you have
the option to define whether
messages sent by Internet mail
user will be delivered to your
MailBox account or not.

If you do not have any Trading
Partner using Internet mail, we
recommend to set the status to
“Disabled”. If you only have a few
partner using Internet mail you may
define filter rules and set the status
to “partly disabled”.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - Status

Erleben, was verbindet. i ,
.- .rF ----------- s ssassssssasmsen e ] YOU may Conﬂgure, Whetherthe
delivery of Internet mail is:

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)

- enabled (deliver all)

- partly disabled (allowed only for
configured partners)
- verify also the X.400 address
in configured relation
RFC-822= x.x(a)x.x

- disabled (do not deliver mails)

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - Create Filter Rule

Erleben, was verbindet.

. :I: ................................... (] |n th|s menu |tem you may Configure
a filter rule with the complete SMTP

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)

! ot address or only part of it (€.g., Do-

D SMTP Filter :: Add Address % main without wildcard). The status
ST To modify SMTP address will have no influence at the moment because the filter is not set to "block partly”. You may change this in mUSt be Set to partly dlsabled to

PR [— enable this rule. Please use “@” in

- Logue [ I the complete SMTP address and not

[ Cancel the “(a)” replacement used in the
X.400 address!
| I E BN ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - List Filter Rules (1)

Erleben, was verbindet. Ll
" . q: IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

= WebConfig Management BusinessMail X.400 - WebConfig ipmtester (49637)
= Mailbox Management

= Certificate Management

= SMTP Filter

Status SMTP Filter :: Modify Address %

Create Filter

modify SMTP address will have no influence at the moment because the filter is not set to "block partly”. You may change this in

Select SMTP Originator

SMTP Originator

cc-mart.de

service-viat.de

tester! @t-online_de

III I | ERLEBEN, WAS VERBINDET.

19.05.2023 - Produktmanagement BusinessMail X.400

In this menu item, you will see all
filter rules configured for your
Mailbox account.

While entering a search string

you may reduce the number of
displayed entries.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - List Filter Rules (2)

rleben, was verbindet. - = . .
--:F--EI-b-'----b-d------.--.--.-.--.-.-.-.- [ |f’[hesta’[u3|Sno’[“part|yd|sab|ed“’

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637) yo u Wi | | See an i ﬂfo rmatio n th at th e
= Mailbox Management rules Wi” nOt be used-

= Certificate Management
= SMTP Filter

e SMTP Filter :: Modify Address %
Create Filter
To modify SMTP address will have no influence at the moment because the filter is not set to "block partly”. You may change this in
Delete Filter Status menu.
= Service BusinessMail
X400 Py
Select SMTP Originator
= Logout
e, |®
cc-mart.de
service-viat.de
test! de
tester! @t-online_de
u I E BN ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - Modity Filter Rule (1)

. ] . .
T = = |nthis menu item you have the

possibility to modify a filter rule.

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)

= Mailbox Management

= Certificate Management

e SMTP Filter :: Modify Address # = This example shows the complete
SMTP address of trading partner.
festeri@t-online.de u The fl|tel’ I’U|e Wl” ﬂOt be Used,
Cancel because the status is not “partly
disabled”.
III | I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - Modity Filter Rule (2)

Erleben, was verbindet. <] . .
N LR e esssssssssssEsan s " This example shows only a partial

= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637) addreSS, SO a” users Of thIS domaln
" will be able to send mails to your
Mailbox account.

III I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

SMTP Filter - Delete Filter Rule

Erleben, was verbindet. - =
--- IllllllIlllllllllllllllllllllllllllll
= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)
u Mailbox Management
= Certificate Management
i . @
SMTP Filter :: Delete Address *
Create Filter
Show/modify Filter To modify SMTP address will have no influence at the moment because the filter is not set to "block partly". You may change this in

Select SMTP Originator

SMTP Originator
cc-mart de

service-viat de

tester1@t-online.de

III I | ERLEBEN, WAS VERBINDET.

In this menu item you may delete
a configured filter rule.

Select a relation via double click
of mouse to delete this entry.

You must confirm to delete this filter
rule.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Service BusinessMail X.400

T Erleben, was verbindet.
.......................................
= WebConfig Management BusinessMail X.400 :: WebConfig ipmtester (49637)
=« Mailoox Management
« Certificate Management
= SMTP Fiter
Service BusinessMail X.400 %
X.400
Service Information
Add Email Address
Show/Modify Email
Address
Delete Email Address
= Logout
u I E B E ERLEBEN, WAS VERBINDET.

In this main menu item, you will find
information about the system status
and other information about the
BusinessMail X.400 service (Link to
URL ,https://www.service-viat.de®).
You also have the possibility to
manage Email addresses to receive
technical information (Access Info,
Teclnfo, Trouble Info). Those Emails
will contain current and important
technical information about the
BusinessMail X.400 service you
should depending on type of Email
provide to operation staff and/or to
the person in charge of your
application.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Service BusinessMail X.400 - Add Email Address (1)

T Erleben, was verbindet.

= WebConfig Management BusinessMail X.400 :: WebConfig
= Mailbox Management
= Cerificate Management
= SMTP Fiter
» Sewvice Businesshai Customer Information :: Add Address %
X400
Service Information —~
Show/Modify Email Emai Address
Address Email Type ®  AccessInfo v
Delete Email Address
= [ogout

Teclrfo Flag Deactivated ~

Name

Phone

Teclnfo Send Date

ok |

III I | ERLEBEN, WAS VERBINDET.

ipmtester (49637)

In this menu item you may add
beneath other contact information
(Name, phone number) an Email
address to receive information
(either Access Info or TeclInfo or
Trouble Info). By default, the TeclInfo
address is not enabled to receive a
Teclnfo (the other two are always
enabled). You may enable it directly
or later in menu item Show/Modify.
Please make sure that your Email
service will deliver all Emails send
with the originator address
info@service-viat.de into this
mailbox.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Service BusinessMail X.400 - Add Email Address (2)

T Erleben, was verbindet.

= WebConfig Management BusinessMail X 400 - WebConfig

= Mailbox Management

= Certificate Management

= SMTP Filter

« Service Businesshiail Customer Information :: Add Address #

X400

Service Information —~
Address Data &
= AddEmai Address
il Addr
ShowiModfy Emai Emal Address

Address EmalType 2 AccessInfo v

Delete Email Address
TecInfo Flag Deactivated ~

= Logout
Name
Phone
Teclnfo Send Date
ok | Cancel
u I HE B E ERLEBEN, WAS VERBINDET.

ipmtester (49637)

If you own several X.400 accounts,
you should configure Info Email
addresses only in one of them.
WebConfig does check that there is
no duplicate address within this
account but not within whole DB.
So, if an Email address is configured
several times in different accounts
WebConfig will send a correspond-
dent number of Info messages to
this Email address.
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BUSINESSMAIL X.400

WEB INTERFACE MAILBOX

Service BusinessMail X.400 - Modify Email Address (1)

T Erleben, was verbindet.

= WebConfig Management BusinessMail X.400 :- WebConfig
= Mailbox Management

= Certificate Management

= SMTP Fiter

» Sevice Businesshail Customer Information :: Change/Activate/Deactivate

X400 Address ¢
Service Information

Add Email Address

Select Email Address

Delete Email Address
= Logout

Fiter: [e.}

Email Addresses Email Type Tednfo Flag

helpdesk@testag.de  Tecinfo Deactivated

III I | ERLEBEN, WAS VERBINDET.

19.05.2023 - Produktmanagement BusinessMail X.400

In this menu item you will see all
configured Email addresses, the
type and the status (Teclnfo) of
those addresses.

Select an address via double click

of mouse to view or modify this
entry.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Service BusinessMail X.400 - Modify Email Address (2)

Erleben, was verbindet. 3E . . .
T T Y = |nthis menu item you may modify
et S — the contact information, an existing
e Email address, the type or in case of
R Customer Information :: Change/Activate/Deactivate TeclInfo enable/disable this address.

X400 Address ¥
Service Information
Add Email Address - 1] 2] H H
u Send Date” will provide you the
O Emai Type Tocno = creation date of the last Teclnfo
- e send to this Email address.
Name Dieter Rat
Phone 0621300300
Teclnfo Send Date
Ok | Cancel
III | I | ERLEBEN, WAS VERBINDET.
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BUSINESSMAIL X.400
WEB INTERFACE MAILBOX

Service BusinessMail X.400 - Delete Email Address

N L b o, e esnsssssasnssannsnnns u In this menu item you may delete an

existing Email address.

= WebConfig Management BusinessMail X.400 :: WebConfig ipmiester (49637)
= Mailbox Management
= Certificate Management

) 222:!1 nnnnn Customer Information :: Delete Address " Select an address via double click
S of mouse to delete this entry.
Add Email Address Select Email Address
Show/Modify Email

FEHED Filter: <]

=  You must confirm to delete this
Email address.

III I | ERLEBEN, WAS VERBINDET.
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ERLEBEN, WAS VERBINDET

BUSINESSMAIL X.400
THANK YOU!




